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Question

Can we use meet-in-the-middle related techniques
to improve differential attacks?
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Differential Attack

Ain top P[A,’n — Ax] = 2 Cin
middle P[Ax — Ay]=2"P
Tin
1 (Cin, kin) bottom P[Agys — Ay] = 27 Cout

g
e

Main idea
Given a2¢n2P pairs with difference A;,, we expect on average
« pairs following the differential in the middle rounds and

TA
thus the right value for k;, U ko,+ should appear « times.

Ay

Tout
I o (Coutv kout)

Aout
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Differential Attack

Ain top P[A,’n — Ax] = 2 Cin
middle P[Ax — Ay]=2"P
Tin
1 (Cin, kin) bottom P[Agys — Ay] = 27 Cout

g
e

Main idea
Given a2n2P pairs with difference A;,, we expect on average
« pairs following the differential in the middle rounds and

A
thus the right value for k;, U ko,+ should appear « times.
Ay
Given one pair of data, how to determine
I U oty Kout) possible values for k;, U k,,; ?

Aout
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Differential Attack - Retrieving Key Candidates
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A Well-Known MitM Attack

k1 k2

2DESy, , = DES}, o DES},
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k1 ko

2DESy, , = DES}, o DES},

® |nitialize a Hash Table

7/31



N Université
%N deRennes

A Well-Known MitM Attack

k1 ko

2DES}, «, = DESy, o DES),

® |nitialize a Hash Table
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A Well-Known MitM Attack

k1

2DESy, , = DES}, o DES},

® |nitialize a Hash Table
e For all ki, store M = DESy, (P) — ki
® For all ky, look-up /V/ — DES, " (C)
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A Well-Known MitM Attack
k1 k2
P C
2DESy, «, = DESy, o DESy,
® Initialize a Hash Table
e For all ki, store M = DESy, (P) — ki Time complexity ~ 2% encryptions,
® For all ky, look-up /V/ — DES, " (C) with 2k-bit keys!
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More complicated (Dong et al., CRYPTQO’21)
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Differential and MitM

® Can we combine ideas from both differential and MitM attacks?

12/31



_>\"/_ Université
%N deRennes

Differential and MitM

® Can we combine ideas from both differential and MitM attacks? Yes!

® Consider plaintexts/states in structures
® Differential Enumeration Technique (Demirci-Selcuk attacks)

+Ko SB+SR MC+K; SB+SR MCH+K> SB+SR MC+K3 SB+SR MCHKy

N2 7 7

~7 7
27

1
1
1
1
+ 1
1 1 1 1
122 [ / 1 1
1 1= 1 1
1 1 1 1

A Plaintext

A Ciphertext
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® Can we combine ideas from both differential and MitM attacks? Yes!
® Consider plaintexts/states in structures

® Differential Enumeration Technique (Demirci-Selcuk attacks)

+Ko SB+SR

MC+K;

SB+SR

MC+Ks

SB+SR

MC+K3

SB+SR MC+Ky

N2

7

77
27

7

-7

A Plaintext

® Reduce complexities of MitM attacks

® Rely on truncated differential characteristics only

A Ciphertext !
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Our New Framework

P P
Procedure:
E. 1. Ask for one plaintext/ciphertext pair (P, C)
.. in
Tin Ko 2. Construct the set of the |k;,| possible plaintexts P
- _A_I_ - 3. Construct the set of the |koyt| possible ciphertexts C
4 4. Search for valid (P’, C') € P x C by looking for a
T'm E,, : 2°P collision
'
- _A_y_ ->
Tout /"ouz‘
Eout
C C
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Our New Framework
P P

Procedure:

E. 1. Ask for one plaintext/ciphertext pair (P, C)
m

T , :
m . Construct the set of the |k;,| possible plaintexts P

2
) 3. Construct the set of the |koyt| possible ciphertexts C
4

. Search for valid (P’, C") € P x C by looking for a
collision

<
3
S
3
-—— —
i
b~ ]

AT Pro: ® Much easier to deal with the key
Y ® Specific improvement for ciphers with partial
T out /"ouz‘ key addition

Con: ® More memory than for classical differential
C I8, attacks
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Two Targets - New Results

o SKINNY-128-384: First attack against 25 rounds in the single tweakey model!

e AES-256: First attack against 12 rounds requiring only 2 related keys!
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Two Targets - New Results

o SKINNY-128-384: First attack against 25 rounds in the single tweakey model!

e AES-256: First attack against 12 rounds requiring only 2 related keys!

Seem to work well when the key size is larger than the block size
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Two Targets - New Results
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e SKINNY-128-384: First attack against 25 rounds in the single tweakey model!

’# Rounds‘ Data ‘ Time ‘ Memory ‘ Type Ref.
21 0123 [ 9353.6 341 ID Yang et al.
21 212289 | 9347.35 | 336 ID Hadipour et al.
29 096 | 938246 | £330.99 DS-MITM Shi et al.
27 09222 | 937348 | 147.22 D Tolba et al.
23 2104 2376 28 MITM Dong et al.
23 o117 | 23619 | o85S | Diff. MITM new
24 Q17 | 23619 | 183 Diff. MITM new
24 01223 | 93725 | 51238 | Diff. MITM new
o5 01223 | 93725 | 51883 | Diff MITM new
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Differential on SKINNY-128

® For the 25-round attack, we use the following differential on 15 rounds:

AJJ
32)
2ol32l3232] SR R R R R R R R
—_— —_— —_— —_— —_— —_— —_— —_—
132]32] 132] MC
132 32]
AZ/
64
R R R R R R R
— —_— — — — —_— —
64 64
64

® CP model from Delaune et al. (2021) to estimate its probability: 27P > 271165
® Note that the best differential characteristic has probability 27131
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Differential on SKINNY-128

® For the 25-round attack, we use the following differential on 15 rounds:

AJJ
32)
2ol32l3232] SR R R R R R R R
—_— —_— —_— —_— —_— —_— —_— —_—
132]32] 132] MC
132 32]
AZ/
64
R R R R R R R
— —_— — — — —_— —
64 64

[64]

® CP model from Delaune et al. (2021) to estimate its probability: 27P > 271165
® Note that the best differential characteristic has probability 27131

® Extended by adding 4 rounds to the plaintext, 5 rounds to the ciphertext and one

extra free round
21/31
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4 rounds to the plaintext

Uo of1]2]3 of1]2]3
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Extra Free Round

5C(S2s) T c
264 264 264 ~
y =1 )

SED 2

constant constant S constant

Y
N

N
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® The round key is only applied to the first two rows
e Consider structure of 2°* plaintext/ciphertext pairs

e The attack is performed on the 2%4 pairs in parallel
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T'in

Tout

P P
Ein
LB
En
A"

Eout
C C

Procedure:

1. Ask for one structure of 2%* plaintext/ciphertext
pair (P, C)

2. Construct the set of the |k;,| possible plaintexts P

3. Construct the set of the |ko,:| possible ciphertexts

4
| 2—Pp C
1 4. Search for valid (P’, C') € P x C by looking for a
collision
/"ouz‘
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T'in

Tout

P P
Ein
LB
En
A"
Eout
C C

Procedure: repeat 2° times

1. Ask for one structure of 2%* plaintext/ciphertext
pair (P, C)

2. Construct the set of the |k;,| possible plaintexts P

3. Construct the set of the |ko,:| possible ciphertexts

4
| 2—Pp C
1 4. Search for valid (P’, C') € P x C by looking for a
collision
/"om‘
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Our New Framework

P P
Procedure: repeat 27 /2% times
E 1. Ask for one structure of 2°* plaintext/ciphertext
Tin " ke pair (P, C)
Ay 2. Construct the set of the |k;,| possible pairs of
i plaintexts P
4
T E I 9—p 3. Construct the set of the |ko,:| possible pairs of
m 1 "ciphertexts” C
PE— 4. Search for valid ((P, P'),(C,C’)) € P xC by
Ay looking for a collision
Tout /"ouz‘
Eout
C C
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Application to AES

e AES-256: First attack against 12 rounds requiring only 2 related keys!
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Application to AES

e AES-256: First attack against 12 rounds requiring only 2 related keys!

e ToSC 2023-4: Related-key differential analysis of the AES, C. Boura, P. Derbez,
M. Funk

® MILP model dedicated to Diff-MitM against AES
® New attack against 13 rounds requiring only 2 related keys!
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Improvement - Song et al.
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Conclusion

® New cryptanalysis technique: the Differential MITM attack

® More improvements described in the paper (e.g. data reduction)
® First attack against 25-round SKINNY-128-384 in the single tweakey model
[ ]

First attacks against 12 and 13 rounds of AES-256 with only two related keys

® Many open questions and future works:

® When is this framework better than classical differential attacks?
Can this framework work with truncated differentials?
Can we combine MitM attacks with other cryptanalysis techniques?
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Conclusion

® New cryptanalysis technique: the Differential MITM attack

® More improvements described in the paper (e.g. data reduction)
® First attack against 25-round SKINNY-128-384 in the single tweakey model
[ ]

First attacks against 12 and 13 rounds of AES-256 with only two related keys

® Many open questions and future works:

® When is this framework better than classical differential attacks?
Can this framework work with truncated differentials?
Can we combine MitM attacks with other cryptanalysis techniques?

Thank you for your attention!
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